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Institutional Vision, Mission and Quality Policy

Vision

To foster and permeate higher and quality education with value added engineering, technology
programs, providing all facilities in terms of technology and platforms for all round development with
societal awareness and nurture the youth with international competencies and exemplary level of
employability even under highly competitive environment so that they are innovative adaptable and
capable of handling problems faced by our country and world at large.

RAIT’s firm belief in new form of engineering education that lays equal stress on academics and
leadership building extracurricular skills has been a major contribution to the success of RAIT as one
of the most reputed institution of higher learning. The challenges faced by our country and world in
the 21 Century needs a whole new range of thought and action leaders, which a conventional
educational system in engineering disciplines are ill equipped to produce. Our reputation in providing
good engineering education with additional life skills ensure that high grade and highly motivated
students join us. Our laboratories and practical sessions reflect the latest that is being followed in the
Industry. The project works and summer projects make our students adept at handling the real life
problems and be Industry ready. Our students are well placed in the Industry and their performance
makes reputed companies visit us with renewed demands and vigour.

Mission

The Institution is committed to mobilize the resources and equip itself with men and materials of
excellence thereby ensuring that the Institution becomes pivotal center of service to Industry,
academia, and society with the latest technology. RAIT engages different platforms such as
technology enhancing Student Technical Societies, Cultural platforms, Sports excellence centers,
Entrepreneurial Development Center and Societal Interaction Cell. To develop the college to become
an autonomous Institution & deemed university at the earliest with facilities for advanced research
and development programs on par with international standards. To invite international and reputed
national Institutions and Universities to collaborate with our institution on the issues of common
interest of teaching and learning sophistication.

RAIT’s Mission is to produce engineering and technology professionals who are innovative and
inspiring thought leaders, adept at solving problems faced by our nation and world by providing
quality education.

The Institute is working closely with all stake holders like industry, academia to foster knowledge
generation, acquisition, dissemination using best available resources to address the great challenges
being faced by our country and World. RAIT is fully dedicated to provide its students skills that make
them leaders and solution providers and are Industry ready when they graduate from the Institution.




We at RAIT assure our main stakeholders of students 100% quality for the programmes we deliver.
This quality assurance stems from the teaching and learning processes we have at work at our campus
and the teachers who are handpicked from reputed institutions IIT/NIT/MU, etc. and they inspire the
students to be innovative in thinking and practical in approach. We have installed internal procedures
to better skills set of instructors by sending them to training courses, workshops, seminars and
conferences. We have also a full fledged course curriculum and deliveries planned in advance for a
structured semester long programme. We have well developed feedback system employers, alumni,
students and parents from to fine tune Learning and Teaching processes. These tools help us to ensure
same quality of teaching independent of any individual instructor. Each classroom is equipped with
Internet and other digital learning resources.

The effective learning process in the campus comprises a clean and stimulating classroom
environment and availability of lecture notes and digital resources prepared by instructor from the
comfort of home. In addition student is provided with good number of assignments that would trigger
his thinking process. The testing process involves an objective test paper that would gauge the
understanding of concepts by the students. The quality assurance process also ensures that the
learning process is effective. The summer internships and project work based training ensure learning
process to include practical and industry relevant aspects. Various technical events, seminars and
conferences make the student learning complete.

Quality Policy

/ AN ST Ed \

Knowledge is supreme.

Our Quality Policy
It is our earnest endeavour to produce high quality engineering professionals who are
innovative and inspiring, thought and action leaders, competent to solve problems
faced by society, nation and world at large by striving towards very high standards in

learning, teaching and training methodologies.

\ Our Motto: If it is not of quality, it is NOT RAIT! /




Departmental Vision, Mission

Vision

To impart higher and quality education in computer science with value added engineering and
technology programs to prepare technically sound, ethically strong engineers with social awareness.
To extend the facilities, to meet the fast changing requirements and nurture the youths with
international competencies and exemplary level of employability and research under highly
competitive environments.

Mission

To mobilize the resources and equip the institution with men and materials of excellence to provide
knowledge and develop technologies in the thrust areas of computer science and Engineering. To
provide the diverse platforms of sports, technical, cocurricular and extracurricular activities for the
overall development of student with ethical attitude. To prepare the students to sustain the impact of
computer education for social needs encompassing industry, educational institutions and public
service. To collaborate with I1Ts, reputed universities and industries for the technical and overall
upliftment of students for continuing learning and entrepreneurship.




Departmental Program Educational Objectives
(PEOs)

Learn and Integrate
To provide Computer Engineering students with a strong foundation in the
mathematical, scientific and engineering fundamentals necessary to formulate, solve

and analyze engineering problems and to prepare them for graduate studies.

Think and Create

To develop an ability to analyze the requirements of the software and hardware,
understand the technical specifications, create a model, design, implement and verify
a computing system to meet specified requirements while considering real-world

constraints to solve real world problems.

Broad Base
To provide broad education necessary to understand the science of computer

engineering and the impact of it in a global and social context.

Techno-leader
To provide exposure to emerging cutting edge technologies, adequate training &
opportunities to work as teams on multidisciplinary projects with effective

communication skills and leadership qualities.

Practice citizenship
To provide knowledge of professional and ethical responsibility and to contribute to
society through active engagement with professional societies, schools, civic

organizations or other community activities.

Clarify Purpose and Perspective
To provide strong in-depth education through electives and to promote student
awareness on the life-long learning to adapt to innovation and change, and to be

successful in their professional work or graduate studies.




Departmental Program Outcomes (PQOs)

. Foundation of computing - An ability to apply knowledge of computing, applied
mathematics, and fundamental engineering concepts appropriate to the discipline.

. Experiments & Data Analysis - An ability to understand, identify, analyze and design
the problem, implement and validate the solution including both hardware and software.

. Current Computing Techniques — An ability to use current techniques, skills, and tools
necessary for computing practice.

. Teamwork — An ability to have leadership and management skills to accomplish a
common goal.

. Engineering Problems — An ability to identify, formulates, and solve engineering
problems.
Professional Ethics — An understanding of professional, ethical, legal, security and
social issues and responsibilities.

. Communication — An ability to communicate effectively with a range of audiences in
both verbal and written form.

. Impact of Technology — An ability to analyze the local and global impact of computing
on individuals, organizations, and society.
Life-long learning — An ability to recognize the need for, and an ability to engage in
life-long learning.
Contemporary Issues — An ability to exploit gained skills and knowledge of
contemporary issues.

. Professional Development — Recognition of the need for and an ability to engage in
continuing professional development and higher studies.
Entrepreneurship — An ability to match the industry requirements in the domains of
Database management, Programming and Networking with the required management
skills.
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List of Experiments

Experiments Name

Study the use of network reconnaissance tools like WHOIS, dig, traceroute, nslookup
to gather information about networks and domain registrars.

Study of packet sniffer tools like wireshark, ethereal, tcpdump etc. Use the tools to do
the following

1. Observer performance in promiscuous as well as non-promiscous mode.

2. Show that packets can be traced based on different filters.

Download and install nmap. Use it with different options to scan open ports,perform
OS fingerprinting, do a ping scan, tcp port scan, udp port scan, etc.

Detect ARP spoofing using open source tool ARPWATCH.

Use the Nessus tool to scan the network for vulnerabilities.

Implement a code to simulate buffer overflow attack.

Set up IPSEC under LINUX

Install IDS (e.g. SNORT) and study the logs.

Use of iptables in linux to create firewalls.

Mini project




Course Objective, Course Outcome &

Experiment Plan

Course Objectives:

Co1 To cover the fundamentals and mathematical models in digital image and video processing.
CO2 To develop time and frequency domain techniques for image enhancement.

CO3 To expose the students to current technologies and issues in image and video processing.
CcoO4 To develop image and video processing applications in practice.

Course Outcomes:

CO1 Use network-based tools for network analysis
Cc02 Use techniques for Network scanning

CO3 Identify network vulnerability

CO4 Use tools to simulate intrusion detection system
CO5 To understand and install a firewall

CO6 Identify the basic steps of ethical hacking and protecting real-life applications through the
development of countermeasures

Experiment Plan:

Module Week Course

E i tsN Weight
No. No. xperiments Name Outcome | VVeidhtage

Study the use of network reconnaissance tools like
1 w1 WHOIS, dig, traceroute, nslookup to gather COo1
information about networks and domain registrars.
Study of packet sniffer tools like wireshark, ethereal,
tcpdump etc. Use the tools to do the following:

1. Observer performance in promiscuous as well as
non-promiscous mode.

2. Show that packets can be traced based on different

filters.

05

Download and install nmap. Use it with different
options to scan open ports,perform OS fingerprinting,
do a ping scan, tcp port scan, udp port scan, etc.
Detect ARP spoofing using open source tool
ARPWATCH.

Use the Nessus tool to scan the network for
vulnerabilities.




W6 Implement a code to simulate buffer overflow attack.

W7 Set up IPSEC under LINUX

W8,W9 Install IDS (e.g. SNORT) and study the logs.

W10 Use of iptables in linux to create firewalls.

W11,W12 Mini project

Mapping of COs with Pos:

CO\PO

CO1: Use network-based tools for
network analysis

CO2: Use techniques for Network
scanning

COa3: : Identify network vulnerability

CO4: Use tools to simulate intrusion
detection system

CO5: To understand and install a
firewall

COG6: Identify the basic steps of
ethical hacking and protecting real-life
applications through the development of
countermeasures




Study and Evaluation Scheme

Course

- Course Name Teaching Scheme Credits Assigned
ode

Network Theory | Practical | Tutorial Practical | Tutorial
Threats and
CPL701 | Attacks

Laboratory 04 02
(NT)

Course Code Course Name Examination Scheme

Network Term Work Practical & Oral
Threats and
CPL

Attacks
oL Laboratory 25 50

(NT)

Term Work:

1. Term work assessment must be based on the overall performance of the student with
every experiment graded from time to time. The grades should be converted into
marks as per the Credit and Grading System manual and should be added and
averaged.

2. The final certification and acceptance of term work ensures satisfactory performance

of laboratory work and minimum passing marks in term work.

Practical & Oral:

Practical & Oral exam will be based on the entire syllabus of Network Threats and
Attacks Laboratory (NT).




Network Threats and Attacks

Laboratory

Experiment No. : 1

Study the use of network

reconnaissance tools like WHOIS,
dig, traceroute, nslookup to gather
Information about networks and
domain registrars.




Experiment No. 1

. Aim: Study the use of network reconnaissance tools like WHOIS, dig, traceroute,
nslookup to gather information about networks and domain registers

Objectives: To know how to gather information about the networks by using different

n/w reconnaissance tools.

Outcomes: The learner will be able to:-

e Understand, identify, analyze and design the problem, implement the same
using current techniques, skills, and tools and validate the solution
including both hardware and software.

e Use network-based tools for network analysis.

Hardware / Software Required : WHOIS client

. Theory:

1. Whois - whois searches for an object in a WHOIS database. WHOIS is a query
and response protocol that is widely used for querying databases that store the
registered users of an Internet resource, such as a domain name or an IP address
block, but is also used for a wider range of other information. Most modern
versions of whois try to guess the right server to ask for the specified object. If no
guess can be made, whois will connect to whois.networksolutions.com for NIC

handles or whois.arin.net for IPv4 addresses and network names.
Examples:

e Obtaining the domain WHOIS record for computersolutions.com
e WHOIS record by IP querying
e Querying WHOIS in google search engine

2. Dig - Dig is a networking tool that can query DNS servers for information. It

can be very helpful for diagnosing problems with domain pointing and is a
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http://www.computerhope.com/jargon/q/query.htm
http://www.computerhope.com/jargon/q/query.htm
http://www.computerhope.com/jargon/d/database.htm
http://www.computerhope.com/jargon/d/domain.htm
http://www.computerhope.com/jargon/i/ip.htm
http://www.computerhope.com/jargon/i/ip.htm
http://www.computerhope.com/jargon/i/ip.htm
http://www.computerhope.com/jargon/i/ip.htm

good way to verify that your configuration is working. The most basic way to
use dig is to specify the domain we wish to query: dig example.com

Traceroute - Traceroute prints the route that packets take to a network host.
Traceroute utility uses the TTL field in the IP header to achieve its operation. For
users who are new to TTL field, this field describes how much hops a particular
packet will take while traveling on network. So, this effectively outlines the
lifetime of the packet on network. This field is usually set to 32 or 64. Each
time the packet is held on an intermediate router, it decreases the TTL value by 1.
When a router finds the TTL value of 1 in a received packet then that packet
is not forwarded but instead discarded. After discarding the packet, router
sends an ICMP error message of “Time exceeded” back to the source from
where packet generated. The ICMP packet that is sent back contains the IP
address of the router. So now it can be easily understood that traceroute operates
by sending packets with TTL value starting from 1 and then incrementing by
one each time. Each time a router receives the packet, it checks the TTL field, if
TTL field is 1 then it discards the packet and sends the ICMP error packet
containing its IP address and this is what traceroute requires. So traceroute
incrementally fetches the IP of all the routers between the source and the

destination.

Example: traceroute example.com

traceroute to example.com (64.13.192.208), 64 hops max, 40 byte
packets 1 72.10.62.1 (72.10.62.1) 1.000 ms 0.739 ms 0.702 ms
210.101.248.1 (10.101.248.1) 0.683 ms 0.385 ms 0.315 ms
310.104.65.161 (10.104.65.161) 0.791 ms 0.703 ms 0.686 ms
410.104.65.161 (10.104.65.161) 0.791 ms 0.703 ms 0.686 ms

510.0.10.33 (10.0.10.33) 2.652 ms 2.260 ms 5.353 ms

6 acmkokeaig.gs01.gridserver.com (64.13.192.208) 3.384 ms 8.001 ms 2.439ms

4. Nslookup - The nslookup command is used to query internet name servers

interactively for information. nslookup, which stands for "name server lookup”, is a
useful tool for finding out information about a named domain. By default, nslookup will

translate a domain name to an IP address (or vice versa). For instance, to find out what
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the IP address of microsoft.com is, you could run the command:

nslookup microsoft.com
Server: 8.8.8.8

Address: 8.8.8.8#53
Non-authoritative
answer: Name:
microsoft.com

Address: 134.170.185.46
Name:

microsoft.com

Address: 134.170.188.221
Here, 8.8.8.8 is the address of our system's Domain Name Server. This is the server our

system s configured to use to translate domain names into IP addresses. "#53" indicates that
we are communicating with it on port 53, which is the standard port number domain name
servers use to accept queries. Below this, we have our lookup information for
microsoft.com. Our name server returned two entries, 134.170.185.46 and 134.170.188.221.
This indicates that microsoft.com uses a round robin setup to distribute server load. When

you accessmicrsoft.com, you may be directed to either of these servers and your packets

will be routed to the correct destination.You can see that we have received a "Non-
authoritative answer" to our query. An answer is "authoritative™ only if our DNS has the
complete zone file information for the domain in question. More often, our DNS will have
a cache of information representing the last authoritative answer it received when it made
a similar query, this information is passed on to you, but the server qualifies it as "non-
authoritative": the information was recently received from an authoritative source, but the

DNS server is not itself thatauthority.
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P> Assessi... 5 5 i3
; <<>> DiG 9.2.4 <<>> ucia.gov @relay2.ucia.gov axfr

Using nslookup to enumerate basic mx records

4. Conclusion:

In this experiment you learned how to take the first steps toward ethical hacking.
Information gathering, in the form of reconnaissance, foot printing, and social
engineering, is necessary to learn as much about the target as possible. By
following the information-gathering methodology, ethical hackers can ensure they
are not missing any steps and valuable information.Time spent in the information-
gathering phase is well worth it to speed up and produce successful hacking

exploits.
Viva Questions:

How to use traceroute to identify network problem?

What is "WHOIS" database?

Which command is used for verifying and troubleshooting problems?
How to Use Nslookup to Verify DNS Configuration?
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Study of packet sniffer tools like
wireshark, ethereal, tcpdump etc.




Experiment No. 2

. Aim: Study of packet sniffer tools like wireshark, ethereal, tcpdump etc

Objectives: To observe the performance in promiscuous & non-promiscuous mode &

to find the packets based on different filters.

Outcomes: The learner will be able to:-

o Identify different packets moving in/out of network using packet sniffer for
network analysis.
Understand professional, ethical, legal, security and social issues and
responsibilities. Also will be able to analyze the local and global impact of
computing on individuals, organizations, and society.
Match the industry requirements in the domains of Database management,
Programming and Networking with the required management skills.

4. Hardware / Software Required: Wireshark, Ethereal and tcpdump.

5. Theory:
Wireshark, a network analysis tool formerly known as Ethereal, captures packets in real
time and display them in human-readable format. Wireshark includes filters, color-coding

and other features that let you dig deep into network traffic and inspect individual packets.

Applications:
e Network administrators use it to troubleshoot network problems
e Network security engineers use it to examine security problems
e Developers use it to debug protocol implementations
People use it to learn network protocol internals beside these examples can be

helpful in many other situations too.




Features:

The following are some of the many features wireshark provides:

Available for UNIX and Windows.

Capture live packet data from a network interface.

Open files containing packet data captured with tcpdump/WinDump, Wireshark,
and a number of other packet capture programs.

Import packets from text files containing hex dumps of packet data.

Display packets with very detailed protocol information.

Export some or all packets in a number of capture file formats.

Filter packets on many criteria.

Search for packets on many criteria.

Colorize packet display based on filters.

Create various statistics.

Capturing Packets

After downloading and installing wireshark, you can launch it and click the name of an

interface under Interface List to start capturing packets on that interface. For example, if you

want to capture traffic on the wireless network, click your wireless interface. You can

configure advanced features by clicking Capture Options.
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Wireshark captures each packet sent to or from your system. If you’re capturing on a
wireless interface and have promiscuous mode enabled in your capture options, you’ll also

see other the other packets on the network.
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AeE DT R Q Qe

Clear

Apply

Length =
G
201
5!
a
500
5]
41
56.

Jabber /: 5!

TCP
55DP
(Wln] =
uDP
upP
55DP

]
2]
50!
56
12
200 ~

11 3

Frame 924: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
Ethernet II, Src: CiscoSpv_da:df:be (60:2a:d0:4a:df:be), Dst: IPvdmcast_6f: 00
Internet Protocol version 4, Src: 192.168.1.76 (192.168.1.76), Dst: 232.239.(
Internet Group Management Protocol

[

do
21
01
Qo

08 00 46 a0
01 4c e8 ef
00 0a 00 00

Click the stop capture button near the top left corner of the window when you want to stop

capturing traffic.




File
%M

Filter:

Edit

| Mo,

1196
1197
1198
1199
1200
1201
1202
1203

View Go

Time

69.
69.
69.
69.
69,
09.
69,
09.

066042
134051
739231
829177
862702
862750
863851
862895

Capture  Analyze Statistics Telephon! Tocols  Internals  Help

e DT R Q @

Expressicn...

Source

192,
192.
173.
152.
3l
192.
3l
192.

1
1
1
1
al
al
al
al

68.
68.
94.
68.
68.
68.
68.
68.

Destination

239.255. 255. 250
239.255. 255. 250

192.168.1.77

63. 80
207.8
207.8
207.8
207.8

.4.133
.65.23
.65.23
.65.23
.65.23

Clear Apply

Protocel  Length

uoP 50:
uoP 56.
TLSV1

TCP

TCP

HTTP

TCP

HTTP

1204
1205
1206
1207
1208 69.
1209 69.
1210 69.

69,
09.
69,
09.

896441
897417
900444
901173
912970
917987
940316

207.8.65.
207.8.65.
207.8.65.
207.8.65.

8

8

1

192.168.1.77 TCP
192.168.1.77 TCP
192.168.1.77 TCP
192.168.1.77 TCP

207.8.65. 1

207.8.65. 1

152.168.1.77 3

I

192.168.1.77 HTTP
192.168.1.77 HTTP
173.184.33.1 TCP

Frame 924: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
Ethernet II, sSrc: Ciscospv_4a:df:be (60:2a:d0:4a:df:be), Dst: IPvdmcast_6T:00
Internet Protocol version 4, Src: 192.168.1.76 (192.168.1.76), Dst: 232.239.
Internet Group Management Protocol

mr

dd 4a df be 08 00 486 a0
21 f7 cO a8 01 4c 28 ef
01 06 e8 of 00 0a 00 OO0
00 00 00 00

af 00 0a 60 2a
53 00 00 01 02
04 00 00 16 00
00 00 00 00 00

0000
0010
0020
0020

01 00 5e
00 20 57
00 0a 94
00 00 00

@ | NVTDTA nFnrce BMOP Metwnorkina Adanter Drive | Packets: 1210 Disnlaved: | Profile: Nefanlt

Wireshark uses colors to help you identify the types of traffic at a glance. By default,
green is TCP traffic, dark blue is DNS traffic, light blue is UDP traffic, and black identifies

TCP packets with problems — for example, they could have been delivered out-of-order.




[l NVIDIA nForce MCP Networking Adapter Driver [Wireshark 1.6.5 (SVN Rev 40429 from /trun... i /(=) WS

File Edit View Go Capture Analyze Statistics Telephunl Tools  Internals  Help
BEoes EEXESE AePT S S

Filter: Expression... Clear Apply

Mo. Time Source Destination Protocol Length =
3496 44. 246686 199.246.67.83 1592.168.1.77 TCP 61

3497 44, 246702 192.168.1.77 199. 246.67.83 TCP 3¢
3498 44, 264489 72.165.61.176 192.168.1.77 UDP 7l
3499 44, 478306 192.168.1.77 184.28.243.55 HTTP =
3500 44. 567017 184.28.243.55 192.168.1.77 TCP o
3501 45.174887 192.168.1.77 199. 246.67.83 TCP 3¢
3502 45.246680 199.246.67.83 192.168.1.77 TCP ol
3503 45.246734 192.168.1.77 199. 246.67.83 3¢

wiresha:

Frame 3508: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

ethernet II, src: actionte_d8:a3:88 (ag:39:44:d8:a3:88), DsT: Msi_74:82:e6 ({
Internet Protocol Version 4, Src: 63.80.242.48 (63.80.242.48), Dst: 192.168.:
Transmission Control Protocol, Src Port: http (B0), Dst Port: 63331 (63331),

Fi mr

0000 00 16 17 74 82 eb6 a8 39 44 d8 a3 88 08 00 45 00 T
0010 00 34 56 46 40 00 35 06 fc OF 3f 50 f2 30 cO a8 CAVFR, 5

0020 01 4d 00 50 f7 63 9f 42 b7 62 74 0c fc 28 8O 10 .M.P.C.B .
0030 16 59 d0 f5 00 00 01 01 05 0a 74 0Oc fc 27 74 Oc .
oo40  fc 28

9 File: "CAUsers\Chris\AppData\Local\Temp\... | Packets: 4483 Displaye... | Profile: Default

Filtering Packets

If you’re trying to inspect something specific, such as the traffic a program sends when
phoning home, it helps to close down all other applications using the network so you can
narrow down the traffic. Still, you’ll likely have a large amount of packets to sift through.

That’s where Wireshark’s filters come in.

The most basic way to apply a filter is by typing it into the filter box at the top of the
window and clicking Apply (or pressing Enter). For example, type “dns” and you’ll see
only DNS packets. When you start typing, Wireshark will help you autocomplete your
filter.




1] NVIDIA nForce MCP Metworl

File Edit Yiew Go gapture Analyze Statistics Telephﬂnz Tools Internals Help
= BEEXZ2e Aaces*TRI[EH QQQ

Filter: | dns IZIExpressirJn... Clear Apply

| Mo. Time Source Destinaticn Protocol  Length = |

9.161988 192.168.1.77 8.8.8.8 DNS 81—
9.164656 192.168.1.77 B.B.B.8 DNS &=
9.181951 8.85.8.8 192.168.1. DNS 10.
9.191415 B.5.8.8 192.168.1. DNS 10¢
9.204042 192.168.1. 8.8.8.8 DNS 7y
9.224022 B.5.8.8 192.168.1. DNS 28:
9.239748 192.168.1. 8.8.8.8 DNS 81
9.260332 B.5.8.8 192.168.1. DNS 27¢
21.095831 192 8.8.8.8 DNS 8:
21.115981  B.8.8. .168.1. DNS 9¢

A C LA 0

3

-

f Frame 1021: 76 bytes on wire (808 bits), 76 bytes captured (608 bits)

7 Ethernet II, Src: Msi_74:82:e6 (00:16:17:74:82:e6), Dst: Actionte_d8:a3:88 (
f Internet Protocol version 4, src: 192.168.1.77 (192.168.1.77), Dst: B8.8.8.8 |
f User Datagram Protocol, Src Port: 58168 (58168), Dst Port: domain (53 wirecharks
7 Domain Name System (query)

s [T

0000 a8 39 44 dE a3 ES 00 16 774 B2 e6 08 00 45 00

0010 00 3e 23 B5 00 00 80 11 45 25 c0 a8 01 4d 08 08 .
0020 08 08 e3 38 00 35 00 2a 3f f6 COe 23 01 00 OO O1 R P T B A
0030 00 00 00 00 00 00 03 77 77 77 08 6c 69 6& 6b 65 woww. Tinke
0040 64 69 6e 03 63 6F 6d 00 00 01 00 01 din. com.

@ | File: "C:\Users\ Chris\ApoData'Local\ Temp'... | Packets: 4483 Disolave.. | Profile: Default

Another interesting thing you can do is right-click a packet and select Follow TCP Stream




~

- =
- NVIDIA nForce MCP Networking Adapter Driver [Wireshark 1.6.5 (SVN Rev 40429 from /trun... /=" | G X

File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help
Dwoed BEXEE AePDTL QAR
Filter: EIExpression... Clear Apply

No. Time Source Destination Protocol Length

1031 9.191415 8.8.8.8 192.168.1.77 DNS 10¢
1032 9.204042 192.168.1.77 8.8.8.8 DNS 7
1033 9.204306 192.168.1.77 96.6.193.244 TCP i
1034 9.224022 8.8.8.8 192.168.1.77 DNS 28:
1035 9.239748 192.168.1.77 8.8.8.8 DNS

9. 192.168.1.77 Y -

9.245027 192.168.1.77 Mark Packet (toggle) TCP

9.245665 192.168.1.77 Ignore Packet (toggle) TCP
1039 9.255815 63.80.4.133 | (D Set Time Reference (toggle) TCP
1040 9.256284 63.80.4.133 TCP

Q

1041 Q 25/A214 192 1AR 1 77 Manually Resclve Address TP
i 0] ‘

1037
1038

~

Frame 1036: 758 bytes on wire fppies e red (6064 bits)

Ethernet II, Src: Msi_74:82:e6 Prepare a Filter ctionte_d8:a3:88 (i
Internet Protocol version 4, S Conversation Filter 77), Dst: 173.194.:
Transmission Control Protocol, Colorize Conversation t Port: http (80),
Hypertext Transfer Protocol = <-1p

A Follow TCP Stream
Follow UDP Stream

Follow SSL Stream

[+ F F FHF

< |

Copy
Decode As...

0000 a8 39 44 d8 a3 88 00 16
0010 02 e8 23 8b 40 00 80 06 41
0020 21 29 f9 08 00 50 0 6c 54 o ..
0030 3f df 45 76 00 00 47 45 54 = Frnt. ;
0040 2e 67 69 66 3f 75 74 6d 77  Show Packetin New Window F2utm wv=5.2.3

NNCN P& T8 T7A _&A 7D 2A 21 N& T 1P trmn_DONO

0. File: ';C:\Users'\Crhrié\AppDéta\LocaI\Temp\... riaic‘kets: 4483 Displaye... | Profile: Default

You’ll see the full conversation between the client and the server.




“ Follow TCP Stream

Stream Content

ACCept-Encoding: gzip, deflate

Accept-Charset: IS0-8859-1,utf-8;g=0.7,%;q=0.7
Connection: keep-alive

referer: http://ca.linkedin. com/pub/qgeds-dead,/21,/192 /326

HTTP/1.1 200 OK

Date: Thu, 26 Jan 2012 03:03:47 GMT
Content-Length: 35

¥-Content-Type-0Options: nosniff

Pragma: no-cache

Expires: wWed, 19 Apr 2000 11:43:00 GMT
Last-Modified: wed, 21 Jan 2004 19:51:30 GMT
Content-Type: image/qif

Cache-Control: private, no-cache, no-cache=Set-Cookie, proxy-
revalidate

Age: 210285

Server: GFE/2.0

GIFE9a ;GET /__utm.gif?

UTmwWV=5. 2. 3&UTMS=1&UTMN=637 2 38821 &utmhn=wwaw. theglobeandmail. com
&UTMCS=UTF-8&uUtmsr=1280x1024&utmvp=1263x893&utmsc=24-
hitR&utrmnl=—an—ns&urmia=12ntmfl1=11 1%20r102&ntmadtr=1 ululamnn2Nand%

Entire conversation (4329 bytes) |E|

| Eind || Saveds || Piint |© Asch EBCDIC Hex Dump CArays @ Raw

Help Filter Cut This Stream | [ Close

Close the window and you’ll find a filter has been applied automatically — Wireshark is
showing you the packets that make up the conversation.




[l NVIDIA nForce MCP Networking Adapter Driver [Wireshark 165 (SVN Rev 40429 from ftrun... ] o[ e S

File Edit View Go Capture Analyze Statistics Telephuni Tools  Internals  Help
T PEX2E ac*»aTEIEE Qa

Filter: | tcp.stream eq 67 IZIExpressiDn... Clear Apply

Mo, Time Source Destination Protocol Length In
9.243917 192.168.1.77 173.194.33.41
9. 258497
9.258920
9.273910
9.473301
29.191953
29.191961
29, 210835
29.211104
29.411299

o e e sl 7 A e = 40 i B

A

{11

Frame 1036: 758 bytes on wire (6064 bits), 758 bytes captured (6064 bits)
Ethernet II, Src: Msi_74:82:e6 (00:16:17:74:82:e6), Dst: Actionte_dB8:a3:88 (i
Internet Protocol version 4, Src: 192.168.1.77 (192.168.1.77), Dst: 173.194.:
Transmission Control Protocol, Src Port: 63752 (63752), Dst Port: http (BO),
Hypertext Transfer Protocol

HEHEEBB

i i

0010 02 e8 23 Bb 40 00 B0 06 43 a4 c0 a8 01 4d ad c2
0020 21 29 f9 08 00 50 fO 6c 54 ad &F Of 98 97 50 18
0030 3f df 45 76 00 00 47 45 54 20 2f 5F 5F 75 74 &d
0040 2e 67 69 66 3F 75 74 6d 77 76 3d 35 2e 32 2e 33 LgifTutm wv=5.2.3

(A Ta oy e TE TA &A T O2A 231 38 TE TA &A S~ A 273 20 20 Partme 1 L. om0

@  File: "C:\Users\Chris\AppData\Local\Temp\... | Packets: 4483 Displaye... |Profile: Default

Inspecting Packets

Click a packet to select it and you can dig down to view its details.




P -
i MVIDIA nForce MCP Metworking Adapter Driver  [Wireshark 1.6.5 (SVN Rev 40429 from /ftrun... |:"‘:' (=] ﬁj

File Edit View Go Capture Analyze Statistics Telephunz Tools  Internals  Help

= gCH EEXEE AaesaTLI(([EE @aaa
Filter: IZI Expression.. Clear Apply

Mo, Time Source Destination Protocel  Length

L ALIW L0 o« IO Ll e LL e LLWVe 7L L LT Le 00 1er L~

2189 27.505467 12.129.210.71 192.168.1.77 TCP 151
2200 27.505504 192.168.1.77 12.128.210.71 TCP 3¢
2200 27.590818 12.129.210.71 192.168.1.77 HTTP 69!
2202 27.590886 192.168.1.77 12.128.210.71 TCP 3¢
2203 27.591228 192.168.1.77 12.128.210.71 TCP 5:—=
2204 27.594178 192.168.1.77 85.8.8.8 DNS Il
2205 27.623129 B.8.8.8 192.168.1.77 DNS 231
2206 27.667342 173.184.33.27 192.168.1.77 TCP &l
2207 27.667406 192.168.1.77 173.194.33. 27 TCP

2208 27.6778B8B7 12.129.210.71 192.168.1.77 TCP

SSAN VT S TTAT T T el T I R T aon N N -

{11

= Frame 2207: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)
Arrival Time: Jan 28, 2012 05:28:58.189043000 Pacific standard Time
Epoch Time: 1327757338.189043000 seconds
[Time delta from previous captured frame: 0.000064000 seconds]
[Time delta from previous displayed frame: 0.000064000 seconds]
[Time since reference or first frame: 27.667406000 seconds]
Frame Number: 2207
Frame Length: 54 bytes (432 bits)
Capture Length: 54 bytes (432 bits)

LI}

00 28 25 5b 40 00 B0 06 44 a2 c0 a8 01 4d ad c2
21 1b f4 1c 00 50 03 03 f0O 59 41 90 3b eB 50 10
3f 68 7a 57 00 00

e Frame (frame), 54 bytes Packets: 4483 Displaye... | Profile: Default

You can also create filters from here — just right-click one of the details and use the

Apply as Filter submenu to create a filter based on it.




e D A S 7 A ST '

e e
Apply as Filter Selected

File Edit View Go Capt Prepare a Filter Not Selected
a g Q @ ; E Colorize with Filter .. and Selected

~ Follow TCP Stream ... or Selected
Filter: Follow UDP Stream ... and not Selected

=
[l NVIDIA nForce MCP Networkini

: ‘ Follow SSL Stream ... or not Selected
No. Time Sour S T rnot S
CELIO LT o JUDOOI Ll Inr

2199 27.505467 12. Copy TCP
2200 27.505504 192 Export Selected Packet Bytes... 4 TCP
2201 27.590919 12. = HTTP
2202 27.590986 192 W WikiProtocol Page ) TP
2203 27.591228 192| W Filter Field Reference . TCP
2204 27.594178 192 Protocol Help DNS
2205 27.623129 8.8 Protocol Preferences B
2206 27.667342 173 TCP
2207 27.667406 192/ 2 Decode As.. ) TcP
2208 27.677887 12. TCP

~a~ ¥ DisableProtocol... ity
' 1

_AAA AT FTAaTee

Resolve Name

Go to Corresponding Packet
Destination port: http (80)
[Stream index: 88]
Sequence number: 2 (relative sequence number)
Acknowledgement number: 2 (relative ack number)
Header length: 20 bytes

@ Flags: 0x10 (ACK)

window size value: 16232

_ Iea3lrndatrad windmw ciza+ 1/2227
4 111

0000 a8 39 44 d8 a3 88 00 16 17 74 82 e6 08 00 45 00 .9D
0010 00 28 25 5b 40 00 80 06 44 a2 c0 a8 01 4d ad c2 . (%[e..
0020 21 1b ZPEYE 00 50 03 03 fO0 59 41 90 3b e8 50 10 '.MA.P..
0030 3f 68 7a 57 00 00 ?hzw. .

@ | Source Port (tcp.srcport), 2 bytes | Packets: 4483 Displaye... | Profile: Default

Wireshark is an extremely powerful tool, and this tutorial is just scratching the surface of

what you can do with it. Professionals use it to debug network protocol implementations,

examine security problems and inspect network protocol internals.

6. Conclusion:

In this experiment we analyze various packet sniffing tools that monitor network
traffic transmitted between legitimate users or in the network. The packet sniffer is
network monitoring tool. It is opted for network monitoring, traffic analysis,
troubleshooting, Packet grapping, message, protocol analysis, penetration testing and
many other purposes.

7. Viva Questions:

e What is packet sniffer?




e How to sniff passwords with wireshark?

e List packet sniffing tools other than mentioned above?
8. References:

http://netsecurity.about.com/od/informationresources/a/What-Is-A-Packet-
Sniffer.htm

https://samsclass.info/120/proj/p3-wireshark.htm
http://sectools.org/tag/sniffers/




Network Threats and Attacks

Laboratory
Experiment No. : 3

Download and install nmap. Use it with

different options to scan open ports,
perform OS fingerprinting, do a ping
scan, tcp port scan, udp port scan, etc.




Experiment No. 3

. Aim: Download and install nmap. Use it with different options to scan open

ports,perform OS fingerprinting, do a ping scan, tcp port scan, udp port scan, etc.

Objectives: objective of this module to learn nmap installation & use this to scan

different ports.

Outcomes: The learner will be able to:-

e Scan the network using scanning techniques available in NMAP.

e Use current techniques, skills, and tools necessary for computing practice

4. Hardware / Software Required : NMAP Tool

5. Theory:
Nmap (Network Mapper) is a security scanner originally written by Gordon Lyon (also
known by his pseudonym Fyodor Vaskovich) used to discover hosts and services on a
computer network, thus creating a "map" of the network. To accomplish its goal, Nmap sends
specially crafted packets to the target host and then analyzes the responses. Unlike many
simple port scanners that just send packets at some predefined constant rate, Nmap accounts
for the network
conditions (latency fluctuations, network congestion, the target interference with the scan)
during the run. Also, owing to the large and active user community providing feedback and
contributing to its features, Nmap has been able to extend its discovery capabilities beyond
simply figuring out whether a host is up or down and which ports are open and closed,; it can
determine the operating system of the target, names and versions of the listening services,

estimated uptime,type of device, and presence of a firewall.
Nmap features include:
Host Discovery — ldentifying hosts on a network. For example, listing the hosts which
respond to pings or have a particular port open.

Port Scanning — Enumerating the open ports on one or more target hosts.




Version Detection — Interrogating listening network services listening on remote devices

to determine the application name and version number.

OS Detection — Remotely determining the operating system and some hardware

characteristics of network devices.

Basic commands working in Nmap

For target specifications:
nmap <target’s URL or IP with spaces betweentem>
For OS detection:
nmap -O <target-host's URL or IP>
For version detection:

nmap -sV <target-host's URL or IP>

After the installation of nmap:> sudo apt-get install nmap

SYN scan is the default and most popular scan option for good reasons. It can be
performed quickly, scanning thousands of ports per second on a fast network not

hampered by restrictive firewalls. It is also relatively unobtrusive and stealthy since it never

completes TCP connections.




Hmap d
ministratorgadninis

FIN scan (-sF)

Sets just the TCP FIN bit.




administrator@padministrator-desktop: - 13 @) 006AM R administrator

adnintistrator@adninistrator-desktop:-S sudo nmap -sS www.piit.ac.
[sude] password for administrator:

Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-24 16:63 ISY
inap scan report for www.pilit.ac.in (192.187.119.190)
iz up (0.021s laten:
record for 192.187.115.190: outbound2.up$9plus.con
: 987 filtered ports
STATE SERVICE
open ftp
open  sntp
86/tcp open http
110/tcp open popld
143/tcp open inap
open https
587/tcp open submission
990/tcp open ftps
open
open
open - n-sery
open  unknown
open http-proxy

arting Nmap 5.21 ( http://nnap.org ) at 2815-62-24 18:65
Nmap scan report for www.piit.ac.in (192,187.119.196)
Host s up (0.00018s latency).
rONS record for 192.187.119.190: outbound2.up%9plus.com
M ALL 1000 scanned ports on waw.plit.ac.in (192.187.119.190) are open|filtered

Nnap done: 1 IP addre (1 host up) scanned in 4.67 seconds
adninistrator@adninistrator-desktop:-$

-sV (Version detection) :Enables version detection, as discussed above. Alternatively, we can

use -A, which enables version detection among other things.




OO e Tdt View Sesrch Terminal Melp = ty 40) 01T AM R adminstrator
Host s up (©.80 % latency).
rONS record for 192.187.119.198: outbound2.u
ALL 1000 scanned ports on www.plit.

starting ap 5.21 ( hitp://nmap.org ) at
N report for wew.plit.ac.in (192.
Host 4z up (0.0031s latency)
) rONS record for 192.187.119.198: outbound2.upS9plus.com
t shown: 987 filltered ports
RT STATE SERVICE VERSION
21/tcp  open fitp?
25/tcp open  sntp?
80/tcp open http tcrosoft 115 webserver 8.0
|_html-tiel PLllat Institute of fornation Technology, Ongineer
110/tcp  open pop3r
143/tcp open
/http Microsoft MTTPAPT httpd 2.0 (SS5DP/UPNP)
html-tic Not Found
587/tcp open submission?
' 990/ 0 t Microsoft ftpd
fip-bounce:
Microsoft Windows APC
Jtcp open 5.5
nysql-info: 10

Long Passwords, Connect with D8, Compress, ODBC, Transactions, Secure Connection

389/ p Microsoft Terminal Service
7676/ tep Java-nessage-service Java Message Service 301
8080/tcp open http-proxy?
|_http-open-proxy: Proxy night be redirecting requests
returning data. If you k ce/version, please submit the following fingerprint at http://fwww.

insecure.org/cgi-bin/fservicerp.-subnit.cgtl
SF-Portgoso-1c wS . ZANTwTRO=2 / 24%TLme~SAECO029XP~ 1686 C-gnukr (GetR

HTTP /1) .1\ x20200\ %200 : let/3\.1\x2

Fra\.
SF:205erver\x200pen\x2050urce)
\x20bytes\r\nETag: \x20K/\ “4626- 1306446309006\ "\ r\nLast -
SF:, \x2002 2OADC\X202014\X2013:46:29\x200N \nContent: Type 2
SFI\r\nDate:\x20Tue, \x2024\x20Feb) 5\x 4:38:00\x20GMT\r\nConnection
\ e -Length: \x204626\r\n\r\n<IDOCTYPE\ x20HTML \ x20PUBL T
c\xze\ HTML\ x284)\ .81\ x28Transitlonal/ /EN\">\n=htnl\x20la
-\"e¢ n< 2
SF:TICES\XZ00R\X20THIS\Xx20MEADERY . \n\nCopyright\x20\(c\) *x202013\
20and for\x2olts\x28arfillates).\ > areserved
SFI\.\N\NUse\x2015\X205ubject\x28to\x20L1cense\x28Terns\n- - »\n<head=\n<sty
body{margin-top:0}\n\tbody,td,p,div,span,a,
2001\ x2014 ,\x200l\x201\ ob,\x20dL h1 h2 h3 ha hs
SF: hé L\ x20({font - fanily:geneva helvetica,artal, \"lucida\x20sans\" ,sans 5

-PO protocol list (IP Protocol Ping) :

The newest host discovery option is the IP protocol ping, which sends IP packets with the

specified protocol number set in their IP header. The protocol list takes the same format as do

port lists in the previously discussed TCP, UDP and SCTP host discovery options.




administrator@administrator-desktop: ~ T3 @) 10:15AM X administrator £F
4pt}\n\th3\x20{font-size:1")%r(HTTPOptions,133, "HTTP/1\.1\x20200\x260K
r\nX-Powered-By:\x205erviet/3\.1\x20J5P/2\.3\x20\(GlassFish\x20Server\
5F 1 x200pen\x20Source\x20Edition\x20\x204\.0\x20\x20J)ava/Oracle\x20Corporat
on/1\.7\)\r\nServer:\x20GlassFish\x20Server\x200pen\x20Source\x20Editl
N\ X260\ X204\ .0\x20\r\nAllow: \X20GET, \X2@HEAD , \ x26POST, \X20PUT , \ X26DELET
»\X20TRACE , \x200PTIONS\r\nDate: \x20Tue,\x2024\x20Fecb\x202015\x2004 : 3¢
8\ x20GMT\ r\nConnection:\x206close\r\nContent-Length:\x200\r\n\r\n")%r(R
SPRequest,76,"HTTP/1\.1\Xx20505\x20HTTP\x20Version\x28Not\x20Suppor ted\
\nDate:\x20Tue, \x2024\x20Feb\x202015\x2004: 38:01\x20GMT\r\nConnection:
x20close\r\nContent-Length:\x208\r\n\r\n")%r(FourohFourRequest,56F,"HT
P/1\.1\x20404\x26Not\x28Found\r\nX-Powered-By: \x28Serviet/3\.1\x201SP/
\.3\x20\ (GlassFish\x20Server\x200pen\x20Source\x20Edition\x20\x204\ .0\
20\x20Java/Oracle\x20Corporation/1\.7\)\r\nServer:\x20GlassFish\x205er
er\x200pen\x20Source\x20Edition\x20\x204\.0\x20\r\nContent-Language:\x
@\r\nContent-Type:\x20text/html\r\nDate:\x20Tue, \x2024\x20Feb\x262015\
2004:38:01\x20GMT\r\nConnection:\x20close\r\nContent-Length:\x201082\r
n\r\n<!DOCTYPE\x26html\x20PUBLIC\x20\" - //W3C//DTD\Xx20XHTML\x201\ . 8\ x20
trict//EN\"\x20\ "http://www\.w3\.0org/TR/xhtml1/DTD/xhtml1i-strict\.dtd\
><html\x20xmlns=\"http://www\.w3\.0rg/1999/xhtnl\ " ><head><title>Gla
sh\x20Server\x200pen\x205ource\x20Edition\x20\x204\ .0\x20\x20-\x20Erro
\x28report</title><style\x20type=\"text/css\"><!--H1\x20{font-famil
homa ,Arial,sans-serif;color:white;background-color:#525D76;font-siz
px; }\x20H2\x20{font-family: Tahoma,Arial,sans-serif;color:white;backgro
f font-size:16px; }\x20H3\x20{font-famil ahoma,Arial,s
m S se c : ;background-color:#525076; font : \x20B0DY
BN < :\x26(font-Family:Tohoma,Arlal,sans-serif;color:blac™);

6‘ Warning: O0SScan results may be unreliable because we could not find at least 1 open and 1 closed port

VALK LY

n

AUNAVLVLNVLNLLLNNB LGN

Device typ switch|WAP
Running (JUST GUESSING) : HP embedded (969 D-Link embedded (94%), TRENDnet embedded (94%)
Aggressive 0S guesses: HP 4000M ProCurve switch (J4121A) (96%), D-Link DWL-624+ or DWL-2000AP, or TRENDnet TEW-432BRP WAP (94%)
No exact OS matches for host (test conditions non-ideal).
Network Distance: 1 hop
¥ scrvice Info: 0S: Windows

Cis)
l J TRACEROUTE (using port 443/tcp)
HOP RTT ADDRESS

3 0.34 ms outbound2.up99plus.com (192.187.119.190)
«
05 and Service detection performed

—CTET 1 1P address
ladministrator@administrator-deskto,

Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-24 10:13 IST
Nmap scan report for www.plit.ac.in (192.187.119.190)

Host is up (0.0%0s latency).

rONS record for 192.187.119.190: outbound2.up99plus.conm

Not shown: 136 filtered ports

PORT STATE SERVICE

21/tcp open ftp

25/tcp open smtp

80/tcp open http

110/tcp open pop3

Nmap done: 1 IP address (1 host up) scanned in 9.01 seconds
administrator@administrator-desktop:~S

-p port ranges (Only scan specified ports) .

This option specifies which ports you want to scan and overrides the default. Individual port

numbers are OK, as are ranges separated by a hyphen (e.g. 1-1023). The beginning and/or

end values of a range may be omitted, causing Nmap to use 1 and 65535, respectively.




administrator@administrator-desktop: ~ T3 <) 10:19AM 2 administrator
\x20report</title><style\x20type=\"text/css\" Hi\x2e{font-family:T
ahoma,Arial,sans-serif;color:white;background-color:#525076; font-size:2
\x28H2\x20{font-family:Tahoma,Arial,sans-serif;color:white;backgro
SF:und-color:#525076; font-size:16px; }\x20H3\x20{font-family:Tahoma Artial,s
erif;color:whit ackground-color:#525076; font-size:14px; }\x28BODY
SF:\x20{font-famil ahoma ,Arial,sans-serif color:blac™);
Warning: OSScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: switch|WAP
Running (JUST GUESSING) : HP embedded (96%), D-Link embedded (94%), TRENDnet embedded (94%)
Aggressive 05 guesses: HP 4000M ProCurve switch (J4121A) (96%), D-Link DWL-624+ or DWL-2000AP, or TRENDnet TEW-432BRP WAP (94%)
No exact 0S matches for host (test conditions non-ideal).
Network Distance: 1 hop
Service Info: 0S: Windows

TRACEROUTE (using port 443/tcp)
HOP RTT ADDRESS
1 ©0.34 ms outbound2.up99plus.com (192.187.119.196)

05 and Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 185.83 seconds
administrator@administrator-desktop:-$ sudo nmap -PO -p 1-140 -sS www.piit.ac.in

Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-24 10:13 IST
Nmap scan report for w pilit.ac.in (192.187.119.196)

Host is up (©.090s latency).

rDNS record for 192.187.119.190: outbound2.up99plus.com

Not shown: 136 filtered por

PORT STATE SERVICE

21/tcp open ftp

25/tcp open smtp

80/tcp open

110/tcp open

Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-24 10:18 IST

Nmap scan report for www.piit.ac.in (192.187.119.190)

Host is up (8.027s latency).

rDNS record for 192.187.119.190: outbound2.up99plus.com

Not shown: 136 filtered ports

PORT STATE SERVICE

21/tcp open ftp

25/tcp open smtp

80/tcp open http

110/tcp open pop3

Warning: O0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: switch|WAP

Running (JUST GUESSING) : HP embedded (96%), D-Link embedded (94%), TRENDnet embedded (94%)
Aggressive OS guesses: HP 4000M ProCurve switch (J4121A) (96%), D-Link DWL-624+ or DWL-2000AP, or TRENDnet TEW-432BRP WAP (94%)
No exact 0S matches for host (test conditions non-ideal).

0S detection performed. Ple report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 20.83 seconds
administrator@administrator-desktop:~S

-sO (IP protocol scan) .

IP protocol scan allows you to determine which IP protocols (TCP, ICMP, IGMP, etc.) are

supported by target machines. This isn’t technically a port scan, since it cycles through IP

protocol numbers rather than TCP or UDP port numbers.




administrator@administrator-desktop: ~ 1ty 4 10:24AM % administrator %
admintstratorgadmintistrator-desktop:~$ sudo nmap -PO -p 1-140 -sS www.pitt.ac.in

Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-24 10:13 IST
Nmap scan report for www.piit.ac.in (192.187.119.196)

Host is up (©.899s latency).

rDNS record for 192.187.119.199: outbound2.up99plus.con

Not shown: 136 filtered ports

PORT STATE SERVICE

21/tcp open ftp

25/tcp open sntp

B80/tcp open http

116/tcp open pop3

Nrap don 1 IP address (1 host up) scanned in 9.81 seconds
admintstratorgadmintistrator-desktop:~$ sudo nmap -PO -p 1-140 -sS -0 www.piit.ac.in

Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-24 10:18 IST
Nnap scan report for www.piit.ac.in (192.187.119.190)
Host is up (©.827s latency).
rDNS record for 192.187.119.199: outbound2.up99plus.con
Not shown: 136 filtered ports
PORT STATE SERVICE
21/tcp open ftp
) 25/tcp open smtp
80/tcp open http
) 119/tcp open pop3
Narning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: switch|WAP
Running (JUST GUESSING) : HP embedded (96%), D-Link embedded (94%), TRENDnet embedded (94%)
B L e TREN T TOIAIsE WAt
No exact 0S matches for host (test conditions non-ideal)

0S detection performed. Please report any incorrect results at http://nmap.org/su
} Nnap done: 1 IP address (1 host up) scanned in 20.83 seconds
§ administrator@administrator-desktop:-$ sudo nmap -s0 192.168.5.200

ot 2015-02-24 10:22 15T
up, but blocking our ping probes, try -PN

at 2015-02-24 10:23 IST

up (0.00021s latenc
Not show 255 open|filtered protocols
PROTOCOL STATE SERVICE
1 open icmp

Nmap done: 1 IP address (1 host up) scanned in 4,93 conds
administrator@administrator-desktop:-$ sudo nmap -sO 192.168.1.260

Starting Nmap 5.21 ( http://nmap.org ) at 2015-82-24 10:24 IST

Note: Host seens down. If it is really up, but blocking our ping probes, try -PN
Nnap done: 1 IP address (© hosts up) scanned in 3.21 seconds
administrator@administrator-desktop:~$

--open (Show only open (or possibly open) ports) .

Sometimes you only care about ports you can actually connect to (open ones), and don’t want

results cluttered with closed, filtered, and closed|filtered ports.




administrator@administrator-desktop: - 13 ) 10:11AM 2 administrator %
m adninistrator@administrator-desktop:-$ ifconfig
ethe Link encap:Ethernet HWaddr ©0:30:18:32:4a3:ea
inet addr:192.168.2.84 Bca 92.168.2.255 Mask:255.255.255.0
ineté addr: fes 230:18ff:fea2:4aea/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:289907 errors:0 dropped:2 overruns:0 frame:0
TX packe 5 dropped: @ overrun: carrier:0
collisions elen: 1608
RX bytes:55995316 (55.9 MB) TX bytes:1481061 (1.4 M8)

Link encap:lLocal Loopback

inet addr: .0.06. Mask:255.0.0.0

ineté addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:1862 erro © dropped:® overruns:® frame:®
TX packets:1862 erro dropped:@ overruns:@ carrier:0
collisions:8 txqueuelen:®

RX bytes:291854 (291.0 KB) TX bytes:291054 (291.0 KB)

--open 192.168.2.184

8 Starting Nmap 5.21 ( httgk//nmap.org ) at 2015-87-21 10:10 IST

¥ Note: Host seems down. If it is really up, but blocking our ping probes, try -PN
Nmap done: 1 IP address (© he up) scanned in 3.08 seconds
adninistrator@adninistrator-desktop:~$S nmap --open 192.168.2.84

ing Nmap 5.21 ( http://nmap.org ) at 2015-07-21 10:10 IST
scan report for 192.168.2.84

Host is up (©.08855s latency).

Not shown: 999 closed ports

PORT STATE SERVICE

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in ©.11 seconds
adninistrator@adninistrator-desktop:~$

-p port ranges (Only scan specified ports) .

This option specifies which ports you want to scan and overrides the default. Individual port

numbers are OK, as are ranges separated by a hyphen (e.g. 1-1023). The beginning and/or

end values of a range may be omitted, causing Nmap to use 1 and 65535, respectively.




administrator@administrator-desktop: ~ 1y @) 10:28AM R administrater
Device type: switch]|WAP
Running (JUST GUESSING) : HP embedded (96%), D-Link embedded (94%), TRENDnet embedded (94%)
Aggressive 0S guesses: HP 4008M ProCurve switch (J4121A) (96%), D-Link DHL-624+ or DWL-2000AP, or TRENDnet TEW-432BRP WAP (94%)
No exact 05 matches for host (test conditions non-ideal).

§ 05 detection performed. Please report any incorrect results at http://nnap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 20.83 seconds
! administrator@administrator-desktop:~S sudo nnap -s0 192.168.5.200

Starttng Nmap 5.21 ( http://nmap.org ) at 2015-02-24 10:22 IST

Note: Host seens down, If it is really up, but blocking our ping probes, try -
Nmap done: 1 IP address (@ hosts up) scanned tn 3.27 seconds
administratorgadministrator-desktop:~$ sudo nmap -s0O 192.168.1.1

Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-24 10:23 IST
Nmap scan report for 192.168.1.1

Host is up (0.00021s latency).

Not shown: 255 open|filtered protocols

PROTOCOL STATE SERVICE

1 open icmp

Nmap done: 1 IP address (1 host up) scanned in 4.93 seconds
administrator@administrator-desktop:-S sudo nmap -sO 192.168.1.2080

Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-24 10:24 IST

Note: Host seens down. If it is really up, but blocking our ping probes, try -
Nmap done: 1 IP address (© hosts up) scanned in 3.21 seconds
admintstratorgadministrator-desktop:~S sudo nmap -0 192.168.1.1

Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-24 10:25 IST
Nnap scan report for 192.168.1.1
Host is up (©.08019s latency).
Not shown: 997 filtered ports

P PORT STATE SERVICE

} 22/tcp open  ssh

¥ 23/tcp open telnet
80/tcp open http

LWWarning: 055can results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: switch|wap
Running (JUST GUESSING) : HP embedded (96%), D-Link enbedded (94%), TRENDnet embedded (94%)
Aggressive OS5 guesses: HP 4008M ProCurve switch (J4121A) (96%), D-Link DHL-624+ or DWL-2000AP, or TRENDnet TEW-432BRP WAP (94%)
No exact 0S matches for host (test conditions non-ideal).

S detection perforne Please any rect results at http://mmap.org/submit/ .
1 IP address 6 seconds
3 - 192.168.1.1
Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-24 16:27 IST
Nmap scan report for 192.168.1.1
Host is up (©.88024s latency).
PORT STATE SERVICE
443/tcp filtered https

Nmap done: 1 IP address (1 host up) scanned in ©.90 seconds
administratorgadministrator-desktop:~$

-sT (TCP connect scan) .

TCP connect scan is the default TCP scan type when SYN scan is not an option. This is the
case when a user does not have raw packet privileges or is scanning IPv6 networks. Instead
of writing raw packets as most other scan types do, Nmap asks the underlying operating

system to establish a connection with the target machine and port by issuing the connect

system call. Along with spoofing.




administrator@administrator-desktop: ~ 13 4) 10:33AM 2 administrator %
Host s up (©.06019s latency).
Not shown: 997 filtered ports
PORT STATE SERVICE
22/tcp open ssh
23/tcp open telnet
80/tcp open http
Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: switch|Wap
Running (JUST GUESSING) : HP embedded (96%), D-Link embedded (94%), TRENDnet embedded (94%)
Aggressive 0S guesses: HP 4000M ProCurve switch (J4121A) (96%), D-Link DNL-624+ or DWL-2000AP, or TRENDnet TEW-432BRP WAP (94%)
No exact 0S matches for host (test conditions non-ideal).

05 detection performed. Please report any incorrect results at http://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 18.16 seconds
administrator@administrator-desktop:~$ sudo nnap -p 443 192.168.1.1

Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-24 10:27 IST
Nrap scan report for 192.168.1.1

Host s up (0.086024s latency)

PORT STATE SERVICE

443/tcp filtered https

1 IP address (1 host up) scanned in ©.98 seconds
ratorgadministrator-desktop:~S sudo nmap -p 53 192.168.1.1

Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-24 10:29 IST
Nmap scan report for 192.168.1.1

Host is up (©.86020s latency)

PORT STATE SERVICE

S3/tcp filtered domain

Nmap done: 1 IP address (1 host scanned in 08.61 seconds

} Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-24 106:39 IST
Spoofing MAC address ©3: 158:2F:3E (No registered vendor)
Intttating Parallel DNS resolution of 1 host. at 10:30
ompleted Parallel DNS resolution of 1 host, at 10:30, 0.00s clapsed
Initiating Connect Scan at 18:30
Scanning 192,168.1.1 [1000 ports]
Discovered open port 23/tcp on 192.168.1.1
Discovered open port 22ftcp on 192.168.1.1
Discovered open port 88/tcp on 192.168.1.1
Increasing send delay for 192.168.1.1 fron @ to S due to 11 out of 14 dropped probes since last increase.
Connect Scan Timing: About 48.25% done; ETC: 108:31 (©:08:33 remaining)
Increasing send delay for 192.168.1.1 fron 5 to 10 due to 11 out of 11 dropped probes since last increase.
Increasing send delay for 192.168.1.1 fron 10 to 20 due to 11 out of 11 dropped probes since last increase.
Increasing send delay for 192.168.1.1 from 20 to 46 due to 11 out of 11 dropped probes since last increase.
Connect Scan Timing: About 64.85X done; EVC: 10:32 (0:00:36 remaining)
Increasing send delay for 192.168.1.1 from 40 to 80 due to 11 out of 11 dropped probes since last increase.
Increasing send delay for 192.168.1.1 fron 80 to 160 due to 11 out of 11 dropped probes since last increase.
Increasing send delay for 192.168.1.1 from 160 to 320 due to 11 out of 11 dropped probes since last increase.
Increasing send delay for 192.168.1.1 fron 320 to 640 due to 11 out of 11 dropped probes stnce last increase.

admintistrator@administrator-desktop:~$ I

Null scan (-sN):

Does not set any bits (TCP flag header is 0)




administrator@administrator-desktop: ~ 13 4) 1036AM X administrator 1%
Starting Nmap S.21 ( http://nmap.org ) at 2015-02-24 10:27 IST
Nmap scan report for 192.168.1.1
Host is up (©.66024s latency).
PORT STATE SERVICE
443/tcp filtered https

Nmap done: 1 IP address (1 host up) scanned in ©.90 seconds
administrator@administrator-desktop:~S sudo nnap -p 53 192.168.1.1

Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-24 10:29 IST
Nmap scan report for 192.168.1.1

Host is up (©.86020s latency).

PORT STATE SERVICE

53/tcp filtered domain

Nnap done: 1 IP address (1 host up) scanned in ©.61 seconds
administrator@administrator-desktop:~S nnap -v -sT -PN --spoof-nac 0 192.168.1.1

Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-24 10:38 IST
spoofing MAC address ©3:0D D:58:2F:3E (No registered vendor)
Initiating Parallel DNS resolution of 1 host. at 16:30
Completed Parallel resolution of 1 host. at 10:30, 0.00s clapsed
Initiating Connect Scan at 16:30
Scanning 192.168.1.1 [1000 ports]
Discovered open port 23/tcp on 192.168.1.1
Discovered open port 22/tcp on 192.168.1.1
Discovered open port 88/tcp on 192.168.1.1
Increasing send delay for 192.168.1.1 from @ to 5 due to 11 out of 14 dropped probes since last increase.
Connect Scan Timing: About 48.25% done; ETC: 10:31 (©:00:33 remaining)
Increasing send delay for 192.168.1.1 fron 5 to 106 due to 11 out of 11 dropped probes since last increase.
Increasing send delay for 192.168.1.1 fron 10 to 20 due to 11 out of 11 dropped probes since last increase.
Increasing send delay for 192.168.1.1 fron 20 to 40 due to 11 out of 11 dropped probes since last increase.
Connect Scan Timing: About 64.85X done; ETC: 10:32 (0:00:36 remaining)
Increasing send delay for 192.168.1.1 from 40 to B8 due to 11 out of 11 dropped probes since last increase.
Increasing send delay for 192.168.1.1 fron 80 to 160 due to 11 out of 11 dropped probes since last increase.
) Increasing send delay for 192.168.1.1 fron 160 to 320 due to 11 out of 11 dropped probes since last increase.
Increasing send delay for 192. .1.1 from 320 to 640 due to 11 out of 11 dropped probes since last increase.

dmintstrato

Starting Nmap 5.21 ( http://nmap.crg ) at 2015-82-24 16:34 IST
Nrap an report for 192.168.1.1

Host is up (©.88024s latency).

All 1060 scanned ports on 192.168.1.1 are open|filtered

Nmap done: 1 IP address (1 host up) scanned in 21.56 seconds
administrator@administrator-desktop:~$ sudo nmap -sX 192.168.1.1

Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-24 10:35 IS7T
Nmap scan report for 192.168.1.1

Host is up (0.000185 latency).

All 1600 scanned ports on 192.168.1.1 are open|filtered

Nmap done: 1 IP address (1 host up) scanned in 21.42 seconds
admintstrator@administrator-desktop:~$

--top-ports <integer of 1 or greater>

Scans the N highest-ratio ports found in nmap-services file.




O®® Ffle Edit View Search Terminal Help 3 ) &12AM 2 administrator
EE ST EL I SRS RN : S nnap - -top-ports 19 152.168.1.1

——

@ Starting Nmap 5.21 ( http://nmap.org ) at 2007-01-61 06:11 IST
Nnap scan report for 192.168.1.1
fost is up (0.66032s latency).
ORT STATE SERVICE
21/tcp filtered ftp
22/tcp open ssh
23/tcp open telnet

S 25/tcp filtered sntp
E 80/tcp  open http
116/tcp filtered pop3

| 139/tcp filtered netbios-ssn

443/tcp filtered https
445/tcp filtered nicrosoft-ds
3389/tcp filtered ns-term-serv

Nmap done: 1 IP address (1 host up) scanned in 2.58 seconds
| admintstratorg@admintstrator-desktop:~S nnap --top-ports 10 192.168.2.5
2

Starting Nmap 5.21 ( http://nmap.org ) at 2007-01-81 ©06:12 IST
Nmap scan report for 192.168.2.5
SR Host is up (©.8018s latency).
PORT STATE SERVICE
closed ftp
closed ssh
closed telnet
closed smtp
| open http
110/tcp closed pop3
139/tcp open netbios-
y 443/tcp closed https
445/tcp open  microsoft-ds
3389/tcp open ms-term-serv

Nnap done: 1 IP address (1 host up) scanned in ©.88 seconds
administratorg@admintistrator-desktop:~$

-PS port list (TCP SYN Ping) .

This option sends an empty TCP packet with the SYN flag set. The default destination port is
80 (configurable at compile time by changing DEFAULT_TCP_PROBE_PORT_SPEC

innmap.h). Alternate ports can be specified as a parameter. The syntax is the same as for the

-p except that port type specifiers like T: are not allowed.




administrator@administrator-desktop: ~ 1y ) 10:37AM 2 administrator %

inet addr:192.168.2.84 Bcast:192.168.2.255 Mask:255.255.255.0
inet6 addr: fe80::230:18fF:fea2:4aca/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1

RX packets:414681 errors:@ dropped:2 overruns:@ frame:@

TX packets:20526 errors:0 dropped:0 overruns:® carrier:
collisions:0 txqueuelen:1680

RX bytes:68752476 (68.7 MB) TX bytes:1919254 (1.9 M8)

Link encap:Local Loopback

tneté addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:4529 errors:® dropped:@ overruns:® fram

TX packe 3 dropped:0 overruns:@ carrier:0
collisions e (2]

RX bytes:487138 (487.1 KB) TX bytes 7138 (487.1 KB)

" adninistratorgadninistrator-desktop:~S nmap -sU 192.168.2.84
You requested a scan type which requires root privileges.
o QUITTING!
adninistratorg@adninistrator-desktop:~S nmap -sU www.piit.ac.in
You requested a scan type which requires root privileges,
QUITTING!
6 adninistrator@administrator-desktop:-$ clear
adninistratorgadninistrator-desktop:~S ifconfig
ethe Link encap:Ethernet HWaddr ©8:30:18:a2:4a:ea
inet addr:192.168.2.84 Bcast:192.168.2.255 Mask:255.255.255.0
inet6 addr: fe80::230:18ffF:fea2:4aea/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
" RX packets:426661 errors:0 dropped:2 overruns:0@ frame:0
J | TX packets:20595 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:1000
RX bytes:69767214 (69.7 MB) TX bytes:1927193 (1.9 M8)

Link encap:Local Loopback

inet addr:127.0.0.1 Mas

tneté addr: 1/128 Scop

UP LOOPBACK RUNNING MTU

RX packets:4561 errors:® dropped:® overruns:® frame:®
TX packe 4561 errors:® dropped:0 overruns:® carrier:0
collistons:d txqueuelen:o

RX bytes:492181 (492.1 KB) TX bytes:492181 (492.1 KB)

Starting Nmap 5.21 ( http://nmap.org ) at 2015-87-21 10:33 IST
«Nmap scan r®port for 192.168.2.84
55s latency).
Not shown: 999 closed ports
PORT STATE SERVICE
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 8.13 seconds
adninistratorgadministrator-desktop:-$

nmap —iflist

host interface and route information with nmap by using “—iflist” option.




cg13@cg13: ~ — 1y <)) Feb2511:07AM R cgi3 &%
r 1 -V: Print version nunber
t h: Print this help summary page.
EXAMPLES:
nmap -v -A scanme.nmap.org
nmap -v -sP 192,168.0.6/16 10.06.0.08/8
nmap -v -iR 10000 -PN -p 80
= SEE THE MAN PAGE (http://nmap.org/book/man.htAl) FOR MORE OPTIONS AND EXAMPLES
€g13@gcgi3:~$ nnap 192.168.1.*
S starting Nmap 5.21 ( http://nmap.org ) at 2015-02-25 11:00 IST
nass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled.
Try using --systen-dns or specify valld servers with --dns-servers
g Nnap done: 256 IP addresses (0 hosts up) scanned in ©.10 seconds

. cg138cgl3:~5 nnap --reason 192.168.1.1

Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-25 11:85 IST

Note: Host seens down. If it is really up, but blocking our ping probes, try -PN
Nmap done: 1 IP address (@ hosts up) scanned in 3.68 seconds

cg139cg13:~$ nnap --packet-trace serverl.cyberciti.biz

Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-25 11:06 IST

) CONN (8.1340s) TCP localhost > 75.126.153.206:80 => Operation now in progress
CONN (0.1340s) TCP localhost 75.126.153.206:443 «> Operation now in progr

CONN (2.1350s) TCP localhost > 75.126.153.206:443 Operation now in progress
CONN (2.1358s) TCP localhost > 75.126.153.206:80 => Operation now in progress
Note: Host seens down, If it is really up, but blocking our ping probes, try -PN
Nmap done: 1 IP address (@ hosts up) scanned in 3.14 seconds

‘cg13gcg13:~5 namp --iflist

No conmand 'nanp' found, did you mean:
Command ‘nmap' from package 'nmap' (main)
Command 'nama’ fronm package 'nama’ (universe)
Comnand 'nam' fron package 'nan' (universe)
Command ‘nap' from package ‘nap’ (universe)
namp: comnand not found

cgl3ficgll:

rg q p
Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-25 11:87 IST

N AAAS A AAR SRR SR AR R e A Aa s INTERFACESAASAAASERANSUANRERARERRL
DEV (SHORT) IP/MASK TYPE UP MAC

lo (le) 127.0.0.1/8 loopback up

wan® (wan8) 192.168.3.143/24 ethernet up 00:30:1B:AE:5E:C8

c€g13@cg13:~$ nmnap --reason 192.168.1.1
E‘ Starting Nmap 5.21 ( http://nmap.org ) at 2015-02-25 11:04 IST

AR AN A AR AN A AR R A AR AROUTEG* A AN R AN RS AN NSNS A AR e b A
DST/MASK DEV GATEMWAY

192.168.3.0/0 wand

169.254.0.0/0 wan®

0.6.0.6/0 wand 192.168.3.1

| ca13gcq13:-~s i

Conclusion:

Network scanning provides a wealth of information about the target network, which is
valuable regardless of whether you're trying to attack the network or protect it from
attack. While performing a basic scan is a simple matter, the network scanners

covered in this experiment provide a wide array of options to tweak your scan to

achieve the best results. Nmap is used to detect IP spoofing and port scanning.

Viva Questions:

What is Host Discovery?
How to use nmap to detect remote OS?
How to check whether NMAP already installed or not?

what are the phases of NMAP scanning?
References:

e https://nmap.org/docs/discovery.pdf
e https://nmap.org/book/install.ntml#inst-already




e https://books.google.co.in/books?id=hyiSBgAAQBAJ&pg=PA205&Ipg=PA205&
dg=phases+of+nmap&source=bl&ots=BCACFIV8by&sig=QQ6BLonVolUBblw
rdogaNJ_1FKI&hl=en&sa=X&ved=0ahUKEwiDjofJoc3NAhUESI8KHalrBgsQ6
AEITTAJ#v=0nepage&qg=phases%200f%20nmap&f=false
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tool ARPWATCH




Experiment No. 4

1. Aim: Detect ARP spoofing using open source tool ARPWATCH.
2. Objectives: Objective of the module to find ARP spoofing using open source.

3. Outcomes: The learner will be able to:-

Identify network vulnerability with tool usage.
Also recognize the need of such tool to identify ARP spoofing, and an
ability to engage in life-long learning to exploit gained skills and

knowledge of contemporary issues.

4. Hardware / Software Required :ARPWATCH Tool

5. Theory:
Arpwatch Commands and Usage

To watch a specific interface, type the following command with ‘-i° and device name.

# arpwatch -i eth0

So, whenever a new MAC is plugged or a particular IP is changing his MAC address on the

network, you will notice syslog entries at ‘/var/log/syslog* or ‘/var/log/message* file.

# tail -f /var/log/messages

Sample Output

Apr 15 12:45:17 tecmint arpwatch: new station 172.16.16.64 d0:67:e5:c:9:67

Apr 15 12:45:19 tecmint arpwatch: new station 172.16.25.86 0:d0:b7:23:72:45
Apr 15 12:45:19 tecmint arpwatch: new station 172.16.25.86 0:d0:b7:23:72:45
Apr 15 12:45:19 tecmint arpwatch: new station 172.16.25.86 0:d0:b7:23:72:45
Apr 15 12:45:19 tecmint arpwatch: new station 172.16.25.86 0:d0:b7:23:72:45




The above output displays new workstation. If any changes are made, you will get following

output.

Apr 15 12:45:17 tecmint arpwatch: changed station 172.16.16.64 0:f0:b8:26:82:56 (d0:67:e5:¢:9:67)

Apr 15 12:45:19 tecmint arpwatch: changed station 172.16.25.86 0:f0:b8:26:82:56 (0:d0:b7:23:72:45)

Apr 15 12:45:19 tecmint arpwatch: changed station 172.16.25.86 0:f0:b8:26:82:56 (0:d0:b7:23:72:45)

Apr 15 12:45:19 tecmint arpwatch: changed station 172.16.25.86 0:f0:b8:26:82:56 (0:d0:b7:23:72:45)

Apr 15 12:45:19 tecmint arpwatch: changed station 172.16.25.86 0:f0:b8:26:82:56 (0:d0:b7:23:72:45)

You can also check current ARP table, by using following command.
Sample Output:
tecmint.com (172.16.16.94) at 00:14:5e:67:26:1d [ether] on ethD
? (172.16.25.125) at b8:ac:6f:2e:57:b3 [ether] an ethD

If you want to send alerts to your custom email id, then open the main configuration

file*/etc/sysconfig/arpwatch® and add the email as shown below.

# -u <username> : defines with what user id arpwatch should run
# -e <email> : the <email> where to send the reports
i -5 <from> :the <from>-address

OPTIONS="-u arpwatch -e tecmint@tecmint.com -s 'root (Arpwatch)

Here is an example of an email report, when a new MAC is connected on.




hostname: centos

address: 172.16.16.25

interface: eth0

ethernet address: 00:24:1d:76:e4:1d

ethernet vendor: GIGA-BYTE TECHNOLOGY CO.,LTD.

timestamp: Monday, April 15, 2012 15:32

6. Conclusion:
Arpwatch is asoftware or program tool for monitoring Address Resolution
Protocol traffic on a computer network. Its main goal is to detect arp poisoning
attacks like (e.g. ARP Poisoning, Ettercap, and Netcut) also detect intruders in your
network by sending an email to an administrator when new Ethernet MAC addresses

seen on the network.

7. Viva Questions:

e What is ARP spoofing?
e What is IP spoofing?

8. References:

e http://www.veracode.com/security/arp-spoofing

e http://searchsecurity.techtarget.com/definition/IP-spoofing
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Experiment No. 5

. Aim: Use the Nessus tool to scan the network for vulnerabilities.

Objectives: Objective of the module is scan system and network analysis.

Outcomes: The learner will be able to:- usage.

e ldentify network vulnerability with tool
e Use current techniques, skills, and tools to find out different vulnerabilities

and the countermeasures for identified vulnerabilities.

Hardware / Software Required : Nessus Vulnerability Scanner | Tenable Network

Security tool

5. Theory:

Nessus is a proprietary comprehensive vulnerability scanner which is developed by Tenable
Network Security. It is free of charge for personal use in a non-enterprise environment.
Operation

Nessus allows scans for the following types of vulnerabilities:
Vulnerabilities that allow a remote hacker to control or access sensitive data
on a system.

Misconfiguration (e.g. open mail relay, missing patches, etc.).

Default passwords, a few common passwords, and blank/absent passwords on some system
accounts. Nessus can also call Hydra (an external tool) to launch a dictionary attack.Denials

of service against the TCP/IP stack by using malformed packets
Preparation for PCI DSS audits

On UNIX (including Mac OS X)), it consists of nessusd, the Nessus daemon, which does the
scanning, and nessus, the client, which controls scans and presents the vulnerability results to

the user. In typical operation, Nessus begins by doing a port scan with one of its four internal
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port scanners (or it can optionally use AmapM[4] or Nmap[5]) to determine which ports are
open on the target and then tries various exploits on the open ports. The vulnerability tests,
available as subscriptions, are written in NASL(Nessus Attack Scripting Language), a
scripting language optimized for custom network interaction. Tenable Network Security
produces several dozen new vulnerability checks (called plugins) each week, usually on a
daily basis. These checks are available for free to the general public; commercial customers
are not allowed to use this Home Feed any more. The Professional Feed (which is not free)
also give access to support and additional scripts (e.g. audit files, compliance tests, additional
vulnerability detection plugins). Optionally, the results of the scan can be reported in various
formats, such as plain text, XML, HTML and LaTeX. The results can also be saved in a
knowledge base for debugging. On UNIX, scanning can be automated through the use of a
command-line client. There exist many different commercial, free and open source tools for
both UNIX and Windows to manage individual or distributed Nessus scanners. If the user
chooses to do so (by disabling the option 'safe checks’), some of Nessus' vulnerability test
may try to cause vulnerable services or operating systems to crash. This lets a user test the
resistance of a device before putting it in production. Nessus provides additional functionality

beyond testing for known network vulnerabilities. For instance, it can use Windows

credentials to examine patch levels on computers running the Windows operating system, and

can perform password auditing using dictionary and brute force methods. Nessus 3 and later
can also audit systems to make sure they have been configured per a specific policy, such as

the NSA's guide for hardening Windows servers.
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General Scanning:
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Port Scanning:
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6. Conclusion:

Ubuntu Local Security Checks

Ubuntu Local Security Checks

Misc.

Port scanners

Sernvice detection

Web Servers

Web Servers

Wed Severs

Seltings

General

General

General

General

Misc.

Firewalls

General

Web Servers

Service detecticn

Misc.

General

Running a security scanner against your systems is a very important part of the job. It is a
system administrator or security officer’s job to keep their systems secure and the data
contained in them safe. Hackers have access to all the same information and tools that the rest
of us do. Hackers run the very same tools and it is advantageous to know what the results are
that they see if they scan your system. They find time to do the research, so we must also.
Nessus provides a lot of functionality in one tool. It utilizes Nmap, easy to update plug-ins,
and nice reporting tools for upper management. It is has repeatedly scored high on
comparisons between scanners including commercial scanners that come with a hefty price
tag. And of course as budgets tighten, remember Nessus is a free tool. The only cost is the

users time in learning it and using it, but that is a cost associated with all tools. And luckily
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Nessus is an easy to learn tool. Using this tool and seeing the vulnerabilities will help you

gain knowledge of your systems and help teach you how to protect them.

. Viva Questions:

What’s the current version of Nessus?

What OS platforms does Nessus have builds for?

What are the system/hardware requirements for using Nessus?
What is the heart of the nessus?

When using the Nessus user interface, which of browsers are supported?
References:

http://www.tenable.com/products/nessus/nessus-faq

https://docs.tenable.com/nessus/6_7/index.htm#getting_started/hardware.htm

http://www.symarntec.com/connect/articles/introduction-nessus
https://docs.tenable.com/nessus/6_7/index.htm#getting_started/Browsers.htm%3F
TocPath%3DGetting%2520Started%7CSystem%2520Requirements%7C 3
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Experiment No. 6

. Aim: Implement a code to simulate buffer overflow attack.

Objectives: Objective of the module Is to check buffer overflow in an NS2

environment

Outcomes: The learner will be able to:-

e Identify different type of types of buffer overflow vulnerabilities and
attacks, and survey the various defensive measures that mitigate buffer
overflow vulnerabilities.

Identify the use higher-level programming languages that are strongly
type, does not allow direct memory access and are effective
countermeasure to avoid buffer overflow attack.

Engage in life-long learning to exploit gained skills and knowledge of

contemporary issues.

4. Hardware / Software Required : Stack Guard compiler.

5. Theory:
A buffer overflow, or buffer overrun, is an anomaly where a program, while writing data to a
buffer, overruns the buffer's boundary and overwrites adjacent memory locations. This is a

special case of the violation of memory safety.

A buffer overflow occurs when a program or process tries to store more data in a buffer

(temporary data storage area) than it was intended to hold.
Buffer overflow:

Code:

#include <stdio.h>

#include <string.h>




int main(void)
{
char buff[15];
int pass = 0;
printf("\n Enter the password : \n");
gets(buff);
if(strcmp(buff, "thecorrectpaswd™))

{

printf ("\n Wrong Password \n");

¥

{

printf ("\n Correct Password \n");
pass = 1;

¥

if(pass)

{

/* Now Give root or admin rights to user*/

printf ("\n Root privileges given to the user \n");

¥

return O;




>>administrator@P11T-05:~/Desktop/me CS pracs$ gcc -Wall -fno-stack-protector

bufferoverflow.c -0

>>pufferoverflow

The above command deactivates the default GC Compiler's flag which detects Stack
Smashing

>>administrator@P11T-05:~/Desktop/me CS pracs$ ./bufferoverflow
>>Enter the password :

thewrong

Wrong Password

>>administrator@P11T-05:~/Desktop/me CS pracs$ ./bufferoverflow
>>Enter the password :

thecorrectpaswd

Correct Password

Root privileges given to the user

administrator@P11T-05:~/Desktop/me CS pracs$ ./bufferoverflow

Enter the password :
thewrongpasswordentered
Wrong Password

Root privileges given to the user

Here, the entered password length is above the permissible length with wrong contents still
the user is given the ROOT PRIVILEDGES. This demonstrates the Buffer Overflow.




6. Conclusion:
Buffer overflow has been the most exploited vulnerability for more than a decade.
Buffer overflow vulnerabilities are the most common way to gain control of a remote

host. Attacker can insert and execute attack code. Error is made at program creation,

is invisible to user. StackGuard is a systematic compiler tool that prevents a broad

class of buffer overflow security attacks from succeeding.

7. Viva Questions:

e What can a buffer overflow attack do?
e How do buffer overflow attacks work?

e Explain how to protect against buffer overflow.

8. References:

http://www.windowsecurity.com/articles-
tutorials/windows_os_security/Analysis_of Buffer_Overflow_Attacks.html
http://searchsecurity.techtarget.com/news/1048483/Buffer-overflow-attacks-How-
do-they-work

https://www.owasp.org/index.php/Buffer_overflow_attack
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Experiment No. 7

1. Aim: Set up IPSEC under LINUX.

2. Objectives: Objective of the module for implementing security vulnerabilities

3. Outcomes: The learner will be able to:-

Recognition of the need for end-to-end security.
Install and understand different security mechanisms for network security
like firewall,IPSEC.

Engage in continuing professional development and higher studies.

4. Hardware / Software Required : L2TP/IPsec VPN client setup

5. Theory:

Internet Protocol Security (IPsec) is a protocol suite for securing Internet Protocol (IP)
communications by authenticating and encrypting each IP packet of a communication
session. IPsec includes protocols for establishing mutual authentication between agents at the
beginning of the session and negotiation of cryptographic keys to be used during the session.
IPsec can be used in protecting data flows between a pair of hosts (host-to-host), between a
pair of security gateways (network-to-network), or between a security gateway and a host
(network-to-host).

Internet Protocol security (IPsec) uses cryptographic security services to protect
communications over Internet Protocol (IP) networks. IPsec supports network-level peer
authentication, data origin authentication, data integrity, data confidentiality (encryption), and

replay protection.

IPsec is an end-to-end security scheme operating in the Internet Layer of the Internet Protocol
Suite, while some other Internet security systems in widespread use, such as Transport Layer
Security (TLS) and Secure Shell (SSH), operate in the upper layers at Application layer.
Hence, only IPsec protects any application traffic over an IP network. Applications can be

automatically secured by IPsec at the IP layer.




The following commands will add the werner-jaeger PPA into your repo's, and then install

the '12tp-ipsec-vpn' package:

>>sudo apt-add-repository ppa:werner-jaeger/ppa-werner-vpn

>>sudo apt-get update

>>sudo apt-get install 12tp-ipsec-vpn

- Now, we will whitelist our system tray which will allow our newly installed package to

show up on our system tray:

>>gsettings set com.canonical.Unity.Panel systray-whitelist *['all']"

After whitelisting our system tray, it's imperative that you reboot/restart your
machine.
Once your machine has rebooted, click on the new icon, and click 'Edit

Connections ...' from the menu.

Auto Ethernet
Disconnect

v Enable Networking

Connection Information
Edit Conneckions...

This will show the "VPN Connections” window. Click the "Add ..." button
and set the connection name to anything you'd like, e.g. "HostVPN-L2TP",
and click "OK".




M & MNetwork Connections

Name Last Used = Add

e Now select your newly added connection, and click "Edit ...".

e On the IPSec tab, set the remote server to the server name from your HostVPN
e-mail. Select the "Use pre-shared key for authentication™ and enter your PSK
from the HostVPN e-mail.




£ ™ Connection Settings

Connection name: | HostVPN-L2TP
[~ Connect automatically

[~ Disable IPSEC Encryption
IPsec | L21P | PPP |

Remote Server: | serverl.us.hostvpn.com

Server ldentity: |

+ Use pre-shared key for authentication

I....u....................l

(— Use Certificate for authentication

Y

ey fvEhhma g g
oK I Cancel | Help |

Z

e On the PPP tab, select "Allow these protocols”, and ensure all are selected
except "Microsoft CHAP Version 2 (MS-CHAPv2)". Fill in the "User name:"
and "Password:" fields with your HostVPN username and password, and then

click "OK". Now click "Close" on the "VPN Connections" window.




X Connection Settings

Connection name: | HostVPN-L2TP

[~ Connect automatically
" Disable IPSEC Encryption

iPsec | L2TP  PPP |
{~ Use Extensible Authentication Protocol (EAP)

Properties ... '

* Allow these protocols

Unencrypted password (PAP)

Challenge Authentication Protocol (CHAP)
Microsoft CHAP (MS-Chap)

[J Microsoft CHAP Version 2 (MS-CHAPV2)

User name: |username

Password: |------u---|

Peer authentication ... I IP settings ... | Advanced ...

iy iavatikma e g
OK | Cancel | Help

Z

e Click on the L2TP/IPSec VPN icon in the systray again and click on the

connection name that we just created.

Edit Connections ...
Connection Information

Ab?-'[’ct)st:VPN. com
Quit




6. Conclusion:
IPsec is an end-to-end security scheme operating in the Internet Layer of the Internet
Protocol Suite. IPsec protects all application traffic over an IP network. Also IPsec

supports network-level peer authentication, data origin authentication, data integrity,

data confidentiality (encryption), and replay protection.

7. Viva Questions:

¢ Identify any other mechanism like IPSEC.

e Explain different encryption mechanism used in IPSEC
8. References:

e http://www.ciscopress.com/articles/article.asp?p=24833&seqNum=6
e https://raymii.org/s/tutorials/IPSEC_L2TP_vpn_with_Ubuntu_14.04.html
e https://riobard.com/2010/04/30/12tp-over-ipsec-ubuntu/
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Experiment No. 8

1. Aim: Install IDS (e.g. SNORT) and study the logs.

2. Objectives: From this experiment, the student will be able to

3. Outcomes: The learner will be able to:-

Simulate intrusion detection system using snort tool.

To use current techniques, skills, and IDS tools necessary for computing
practice.

Understand professional, ethical, legal, security and social issues and

responsibilities.

4. Hardware / Software Required: Snort tool.

5. Theory:
Snort is an intrusion detection system written by Martin Roesch. Snort is a lightweight
network intrusion detection system, capable of performing real-time traffic analysis and
packet logging on IP networks. It can perform protocol analysis, content searching/matching
and can be used to detect a variety of attacks and probes, such as buffer overflows, stealth
port scans, CGI attacks, SMB probes, OS fingerprinting attempts, and much more. Snort uses
a flexible rules language to describe traffic that it should collect or pass, as well as a detection

engine that utilizes a modular plugin architecture.

Snort can be configured to run in three modes:

Sniffer mode, which simply reads the packets off of the network and displays them
for you in a continuous stream on the console (screen).

Packet Logger mode, which logs the packets to disk.

Network Intrusion Detection System (NIDS) mode, the most complex and
configurable configuration, which allows Snort to analyze network traffic for matches
against a user-defined rule set and performs several actions based upon what it sees.




e Inline mode, which obtains packets from iptables instead of from libpcap and then
causes iptables to drop or pass packets based on Snort rules that use inline-specific

rule types
Sniffer Mode:

If you just want to print out the TCP/IP packet headers to the screen (i.e. sniffer mode), try
following, this command will run Snort and just show the IP and TCP/UDP/ICMP headers,
nothing else.

Jsnort —v

If you want to see the application data in transit, try the following, this instructs Snort to

display the packet data as well as the headers.

Jsnort —vd

If you want an even more descriptive display, showing the data link layer headers, do this:

Jsnort -vde

Packet Logger Mode:
If you want to record the packets to the disk, you need to specify a logging directory and

Snort will automatically know to go into packet logger mode:

Jsnort -dev -l ./log

Of course, this assumes you have a directory named log in the current directory. If you don't,
Snort will exit with an error message. When Snort runs in this mode, it collects every packet
it sees and places it in a directory hierarchy based upon the IP address of one of the hosts in

the datagram.

If you just specify a plain -1 switch, you may notice that Snort sometimes uses the address of

the remote computer as the directory in which it places packets and sometimes it uses the

local host address. In order to log relative to the home network, you need to tell Snort which

network is the home network:




Jsnort -dev -l ./log -h 192.168.1.0/24
This rule tells Snort that you want to print out the data link and TCP/IP headers as well as

application data into the directory ./log, and you want to log the packets relative to the

192.168.1.0 class C network. All incoming packets will be recorded into subdirectories of the
log directory, with the directory names being based on the address of the remote (non-
192.168.1) host.

Note: Note that if both the source and destination hosts are on the home network, they are
logged to a directory with a name based on the higher of the two port numbers or, in the case

of a tie, the source address.

Once the packets have been logged to the binary file, you can read the packets back out of the
file with any sniffer that supports the tcpdump binary format (such as tcpdump or Ethereal).
Snort can also read the packets back by using the -r switch, which puts it into playback mode.
Packets from any tcpdump formatted file can be processed through Snort in any of its run
modes. For example, if you wanted to run a binary log file through Snort in sniffer mode to

dump the packets to the screen, you can try something like this:

Jsnort -dv -r packet.log

You can manipulate the data in the file in a number of ways through Snort's packet logging
and intrusion detection modes, as well as with the BPF interface that's available from the
command line. For example, if you only wanted to see the ICMP packets from the log file,
simply specify a BPF filter at the command line and Snort will only see the ICMP packets in
the file:

Jsnort -dvr packet.log icmp

Network Intrusion Detection System (NIDS) mode:

To enable Network Intrusion Detection System (NIDS) mode so that you don't record every

single packet sent down the wire, try this:




Jsnort -dev -l ./log -h 192.168.1.0/24 -c snort.conf

where snort.conf is the name of your rules file. This will apply the rules configured in the
snort.conf file to each packet to decide if an action based upon the rule type in the file should
be taken. If you don't specify an output directory for the program, it will default to
Ivar/log/snort.

One thing to note about the last command line is that if Snort is going to be used in a long
term way as an IDS, the -v switch should be left off the command line for the sake of speed.
The screen is a slow place to write data to, and packets can be dropped while writing to the
display.

It's also not necessary to record the data link headers for most applications, so you can

usually omit the -e switch, too.

Jsnort -d -h 192.168.1.0/24 -I ./log -c snort.conf

This will configure Snort to run in its most basic NIDS form, logging packets that trigger
rules specified in the snort.conf in plain ASCII to disk using a hierarchical directory structure

(just like packet logger mode).

Inline Mode:

Snort 2.3.0 RC1 integrated the intrusion prevention system (IPS) capability of Snort Inline

into the official Snort project. Snort Inline obtains packets from iptables instead of libpcap

and then uses new rule types to help iptables pass or drop packets based on Snort rules.

There are three rule types you can use when running Snort with Snort Inline:

drop - The drop rule type will tell iptables to drop the packet and log it via usual
Snort means.

reject - The reject rule type will tell iptables to drop the packet, log it via usual Snort
means, and send a TCP reset if the protocol is TCP or an icmp port unreachable if the
protocol is UDP.

sdrop - The sdrop rule type will tell iptables to drop the packet. Nothing is logged.




When using a reject rule, there are two options you can use to send TCP resets:

- You can use a RAW socket (the default behavior for Snort Inline), in which case you
must have an interface that has an IP address assigned to it. If there is not an interface
with an IP address assigned with access to the source of the packet, the packet will be

logged and the reset packet will never make it onto the network.

- You can also now perform resets via a physical device when using iptables. We take the
indev name from ip_queue and use this as the interface on which to send resets. We no
longer need an IP loaded on the bridge, and can remain pretty stealthy as the config
layer2_resets in snort_inline.conf takes a source MAC address which we substitue for the
MAC of the bridge.

For example:

config layer2resets

tells Snort Inline to use layer2 resets and uses the MAC address of the bridge as the

source MAC in the packet, and:

config layer2resets: 00:06:76:DD:5F:E3

will tell Snort Inline to use layer2 resets and uses the source MAC of 00:06:76:DD:5F:E3

in the reset packet.

- The command-line option -disable-inline-initialization can be used to not initialize
IPTables when in inline mode. To be used with command-line option -T to test for a
valid configuration without requiring opening inline devices and adversely affecting

traffic flow.

Conclusion:
SNORT is an open source network intrusion prevention and detection system utilizing
a rule-driven language, which combines the benefits of signature, protocol and

anomaly based inspection methods.




. Viva Questions:

Can we use Snort to protect a network from denial-of-service attacks?
Can Snort decode encrypted traffic?

Can Snort detect layer 2 attacks?

Can Snort log flows or sessions?

Can Snort rebuild content from traffic?

References:

e http://www.thegeekstuff.com/2010/08/snort-tutorial/

e https://www.howtoforge.com/intrusion_detection_base_snort

e https://www.snort.org/
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Experiment No. 9

. Aim: Use of iptables in linux to create firewalls

. Objectives: To study how to create and destroy firewall security parameters.

. Outcomes: The learner will be able to:-

e Recognize the need for having a security on host side by controlling
incoming / outgoing traffic using the acquired skills and knowledge.
e Design rules for the INPUT/OUTPUT/FORWARD chain.

Hardware / Software Required :

5. Theory:
IPtables are the tables provided by the Linux kernel firewall (implemented as different
Netfilter modules) and the chains and rules it stores. Different kernel modules and programs
are currently used for different protocols; iptables applies to IPv4, ip6tables to IPv6, arptables

to ARP, and ebtables to Ethernet frames.

iptables requires elevated privileges to operate and must be executed by user root, otherwise
it fails to function. On most Linux systems, iptables is installed as /usr/shin/iptables
and documented in its man pages which can be opened using man iptables when installed. It
may also be found in /shin/iptables, but since iptables is more like a service rather than an

"essential binary", the preferred location remains /usr/sbin.
1. To drop all traffic:

# sudo iptables -P INPUT DROP

# sudo iptables -P OUTPUT DROP

# sudo iptables -P FORWARD DROP

# sudo iptables -L -v —n




2. Only Block Incoming Traffic

To drop all incoming / forwarded packets, but allow outgoing traffic,
# sudo iptables -P INPUT DROP

# sudo iptables -P FORWARD DROP

# sudo iptables -P OUTPUT ACCEPT

# sudo iptables -A INPUT -m state --state NEW,ESTABLISHED -j ACCEPT

# sudo iptables -L -v —n

3. Block Outgoing IPaddress

host -t a hostname

sudo iptables -A OUTPUT -d outgoing ipaddress -] DROP

4. Block or Allow ICMP ping request

sudo iptables -A INPUT -p icmp --icmp-type echo-request -] DROP/ACCEPT

6. Conclusion:
There are many other firewall utilities and some that may be easier, but iptables is a

good learning tool, if only because it exposes some of the underlying netfilter
structure and because it is present in so many systems.

. Viva Questions:

e List and implementation of extra commands.

e Find another GUI tools to create firewalls.

References:

e https://www.digitalocean.com/community/tutorials/how-to-set-up-a-firewall-
using-iptables-on-ubuntu-14-04
http://www.howtogeek.com/177621/the-beginners-guide-to-iptables-the-linux-

firewall/
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Experiment No. 10

1. Aim: Mini Project

2. Objectives: To implement Networking concepts.

3. Outcomes: The learner will be able to:-

e Understand, identify, analyze and design the engineering problems,
implement the same using current techniques, skills, and tools and validate
the solution including both hardware and software.

Understand, identify vulnerabilities related to network security and also
present and communicate the countermeasures for the same.

Able to recognize the need of studied tools to exploit/ cover network
threats and attacks with the gained skills and knowledge that is useful for

life-long learning.

4. Hardware / Software Required: Tools required for performing network analysis

based on the mini- project.

5. Theory:

For mini-project group of 3 students is formed.

The students are required to make use of utilities and tools available for
network analysis.

The student also needs to provide the counter measures available for security

threats encountered during scanning of host and network.

Conclusion:
The implementation of mini project will provide the student opportunity to explore

even other available tools for performing network analysis and finding vulnerability,
threats and attack on the host and network.

Viva Questions:
Viva Questions will be asked based on the mini project implemented.




